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A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 
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1 )S Responsive to communication(s) filed on 11/27/2000 . 
2a)D This action is FINAL. 2b)£3 This action is non-final. 
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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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8) Q Claim(s) are subject to restriction and/or election requirement. 
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DETAILED ACTION 



l. 



Claims 1-21 have been examined. 



Claim Rejections - 35 USC § 103 



2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 



3. Claims 1-21 are rejected under 35 U.S.C. 103(a) as being unpatentable over Liu et al 



(hereinafter refereed to as Liu) (U.S. Patent No. 6,760,752) in view of Newman (U.S. Patent No. 
5,671,285) 



medium storing instruction or an apparatus for managing public keys through a server, 
comprising: 

receiving a client public key from a client at the server; (column 12, lines 42-45; see 
also figure 1). 



4. 



As per claims 1, 8, and 15, Liu teaches the method, a computer readable storage 
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storing the client public key in a database at the server; (column 7, lines 13-14; column 
20, lines 8-9;column 21, lines 54-55; column 12, lines 46-47; see also figure 2D; 
column 14, line 8) 

allowing other clients to lookup the client public key in the database; (column 26, lines 
2-10; column 25, lines 27-36) 

sending a verification request from the server to the client asking if the client public 
key remains valid; and (column 29, 33-35) (It is interpreted by the office that sending a 
verification request from the server to the client asking if the client public key is to be 
deleted or to remain valid whenever the client takes the initiative of deleting a key meets 
the recitation of this limitation). 

If an affirmative response to the verification request is not received, removing the client 
public key from the database, (column 29, lines 36-39). (It is interpreted by the office 
that removing the client public key form the database if an affirmative response to the 
verification request to delete the key is received by the server meets the recitation of this 
limitation). 

Furthermore, Liu discloses the steps of verifying the status or the validity of a 
public key (column 2; line 1). Liu does not explicitly teach that the sending of a 
verification request form the server to the client asking if the client public key remains 
valid is done periodically. However, Newman discloses periodically sending a verification 
request (check) form the server or CDC (central database controller) to the client (Fax 
terminal) to verify the validity of the key and eventually update the client's public key 
(remove or replace the old public key with the new one) (Column 6, lines 1-3; column 5, 
lines 52-55). It would have been obvious to one having ordinary skill in the art at the 
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time the invention was made to combine Liu's sending of a verification request to check 
the validity of the public key as per teachings of Newman, in order to periodically verify 
the validity of the client's public key and eventually update the public key if necessary. 

5. As per claims 2, 9, and 16, the combination of Liu and Newman disclose the method, a 
computer readable storage medium storing instruction or an apparatus as applied to claim 1, 8 
and 15 above. Furthermore Liu discloses the method wherein storing the client public key in 
the database involves: 

signing the client public key using a server private keys; (column 13, lines 32-34) and 
storing the signed client public key in the database. (column 13, lines 32-34). 

6. As per claims 3, 10, and 17, the combination of Liu and Newman disclose the method, a 
computer readable storage medium storing instruction or an apparatus as applied to claim 1 , 8 
and 15 above. Furthermore Liu discloses the method further comprising: 

receiving a request at the server to remove the client public key from the database 
; (column 29, lines 26-28) 

if the request is signed with a corresponding client private key, removing the client 
public key from the database, (column 29, lines 36-38) (the office interprets the E-mail 
confirmation response from the client to the server to confirm the removing of the key 
meets the recitation of this limitation). 
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7. As per claims 4, 1 1, and 18, the combination of Liu and Newman disclose the 
method, a computer readable storage medium storing instruction or an apparatus as applied to 
claim 1, 8 and 15 above. Furthermore, Liu discloses the method wherein the client public key 
is removed from the database only if an affirmative response is not received after sending 
multiple verification requests at different times, (column 29, lines 36-39; column 2, line 1). (It 
is interpreted by the office that sending a verification request from the server to the client 
asking if the client public key is to be deleted or to remain valid whenever the client takes the 
initiative of deleting a key meets the recitation of this limitation). 

8. As per claims 5, 12, and 19, the combination of Liu and Newman disclose the method, 
a computer readable storage medium storing instruction or an apparatus as applied to claim 1, 
8 and 15 above. Furthermore, Liu discloses the method of wherein storing the client public key 
in the database at the server involves: 

attempting to validate an association between a client email address and the client 
public key; and (column 14, lines 8-13) 

if the association is successfully validated, storing the association in the 
database. (column 14, lines 8-13). 

9. As per claims 6, 13, and 20, the combination of Liu and Newman disclose the method, 
a computer readable storage medium storing instruction or an apparatus as applied to claim 5, 
12 and 19 above. Furthermore, Liu discloses the method wherein the database contains at 
most one key for each email address, (column 14, lines 8- 10). (the office interprets the reference 
used does not indicate at any place the duplication of the key for each email address and this 
meets the recitation of this claim.) 
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10. As per claims 7, 14, and 21, the combination of Liu and Newman disclose the method, 
a computer readable storage medium storing instruction or an apparatus as applied to claim 5, 
12 and 19 above. Furthermore, Liu discloses the method wherein the database contains at 
most one email address for each key. (column 14, lines 8- 10). (the office interprets the reference 
used does not indicate at any place the duplication of the email address for each key and this 
meets the recitation of this claim). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 703-305-8745. 
The examiner can normally be reached on Monday-Fridary (8:00 am— 4:30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached on 703-305-1830. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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